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Introduction

This document describes the steps to upgrade SSO Plugin from version 3x to 4x

If there are any questions, do not hesitate to contact JSS support.
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[Prerequisite] Generate a new license

Version 4.x introduced a new license type and therefore a new license will need to be
generated for the environment.

The values needed to generate a license differ depending on the configuration of the AR
Servers. The table below represents what value to use.

AR Server configuration | License value from ar.cfg/conf

Single instance Server-Name
Server Group Server-Connect-Name

Browse to the following URL, making sure the Product menu has SSO Plugin (4.0 and
later) selected. Then add the values taken from the ar.cfg/conf files in the Servers box.
Making sure each server reference is on a separate line. Then click the Generate button.

http://www.javasystemsolutions.com/jss/licensing

Dlopaplesiels Wislde Sapyies Licensing Alslis:

Product licensing

By generating a license, you are agreeing to our license agreament.

Target platform | BMCAR System

Product I SS0Flugin (4.0 and 1ater)
Servers myARServer
AnotheraRServer

http://www.javasystemsolutions.com


http://www.javasystemsolutions.com/jss/licensing

Page 5 of 18

[Prerequisite] Download SSO Plugin v4.x

To download the latest version 4, browse to the follow URL.
http://www.javasystemsolutions.com/jss/downloads

Click on SSO Plugin >> SSO Plugin 4.0 >> SSO Plugin 4.x for BMC AR System >> SSO
Plugin for BMC AR System

And copy the zip file to all AR Servers and Mid Tiers.
Example below is for version 4.0.3.1

Browse 155 downloads:

= ¥ 550 Plugin
Al versions

Owverview of features

[

Remote installation pre-requisites

Planning an S50 deployment

Integration with Active Directory

Security featuras

Enabling 550 after a BIAC AR System database restore
Integrating with Ping Federate

[l

= ¥ 550 Flugin 4.0
RECOMMENDED versian 4.0.3, releosed 2014-02-21
%5 Release notes
& Troubleshooting guide
=1 ¥ S50 Plugin 4.0.3.1 for BMC AR System
ARS versions 7.1, 7.5, 7.6, 4+
[f] 550FPlugin for BMC AR System
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[Prerequisite] Record / Screenshot existing settings

Browse to the SSO Plugin Mid Tier config page and either note down the settings and/or
take screenshots. This will be used to verify the upgrade

Example screenshot:

BMC Remedy M

SO Plugin % JavaSystemSolutions

Stats
S50 Plugin configuration
Set configuration | [t this Wi Tier only <
) Mouse over the @ icons for more information about the related settings
Debug infio
(—Authentication rmethoc [—Username
» Mid Tier main config € 2w N = o el
2 \atch case-insensitivel -
» Mid Tier hame Winclows native NTLM/Xerberos for Active Directary Case sensitivity by
» Manual login & &, Built-in NTLM/Kerberos for Active Directory o user dormain [strip dormain =l
» 550 admin Console DC hostname |myaumammnmuer dornain.local ™ alias username by User farm query
PEeGEEnEHIss Realm/domain [fomain.ocal
Automation
Logout Computer account [J55-550-SERVICE
password oei " ™ aumatically 550 enable accounts
{—When user has no valid S50 enabled accaun
@, Custom NTLM/Kerberos settings
N @ Redirect to login page
&5 Windows authertication performed by IS
 Create new non-ITSM account
cn
. € Redirect to ITSM registration
Raise ITSM incident [ Never =l
© &) Generic REVOTE_USER, J44S plugin or X509 client certificates -
Pass 0 Mid Tier
© & Custom header fcooke values
¢~ OpeniD
- Logging
SAML v2
1 Diagrostic log level  [Debugging |
© = 1oap
I~ Enable identity federation service
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[Application] Updating the AR System definition files

The SSO Plugin AR System forms that contain the configuration information has to be
updated.

Login using the BMC Developer Studio and delete the SSO Administration Console
(Display Only) form only.

~ Forms

Primary Form: 550 Administration Console

Primary View: Default Admin View -

Forms in Application

MName : Type Meodified Customization Type
E3 JSS:5SO:ARSConfig Regular 17/10/2014 14:36:19 Unmedified
3 J55:550:Authentication Regular 17/10/2014 14:36:14 Unmedified
3 JS%:550:AuthenticationArchive Regular 17/10/2014 14:36:14 Unmedified
B3 JS5:550:Log Regular 17/10/2014 14:36:14 Unmedified
E3 JS5:550:Logout Regular 17/10/2014 14:36:16 Unmedified
= J55:550:Mapping Regular 17/10/2014 14:36:15 Unmedified
[ J55:550:MessageBox Display-Only 17/10/2014 14:36:16 Unmedified
5 JSS:5S0:MidTierConfig Regular 17/10/2014 14:36:16 Unmedified
[ 550 Administration Console Display-Only 18/10/2014 11:06:17 Unmedified

Now import the def file called ssoadm40.def found in the installer folder of the
downloaded zip.

Right click the AR Server Name in the AR System Navigation panel. Select Import >>
Object Definitions

E*Develnper - BMC Remedy Developer Studio

File Edit - Search ‘Window Help

J 5= SRR NEENE> JY-=
fl‘,‘:—- &R, System Mavig &3 = Eq(

vH

| Applicakion
Expaort » IEObject Definitions
=) view Definitons

Making sure the following options are selected before clicking the Finish button.

¥ Replace Objects on the Deskination Server
¥ Delete Excess Fislds
[V Delete Excess Views

[ Replace Application Cwner

Handle Conflicting Tvpes: | ==l gl et

http://www.javasystemsolutions.com
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[Application] Enable AR Plugin logging

Enabling AR plugin logging can be used to verify the upgrade to the AR Servers has been
successful.

Login to the application as an administrative user
Open the AR System Administration Console
Click System from the navigation pane

Click General

Click Server Information

Click Log Files tab

Click the Plug-in Server checkbox

Make a note of the Plug-in log file name

Select ALL from the Plug-in Log Level drop down
Click Apply

<bmesoftware

VVVVYVYYVYVYY

Server Information
<< | Platform | Timeouts Licenses Configuration | Log Files | Database Ports and Queues Advanced FTS Version Control = Server Events = Connection Settings | Currency| ==
[] AP Log (@) File Form Name : |C\Prugram Files\BMC Software\ARSystem\&RServer\Dblarapi.log 5
|:| Escalation Log @ File Form Name : |C\Prugram Fileg\BNC Software\ARSystem\ARServerDb\arescl ol 5
[] Fitter Log @) File Form Name : |C\Prugram Files\BMC Software\aRSystemiRServer\Db\arfilter.lol 5
[F] saL Log (@) File Form Name : |C\Prugram Files\BMC Software\ARSystem\iRServer\Dblarsgl.log 5
|:| Thread Log @ File Form Name : |C\Prugram Fileg\BNC Software\ARSystem\ARServerDb\arthread. 5
|:| User Log @) File Form Name : |C\Prugram Files\BMC Software\4RSystemiRServer\Dbl\aruserlo 5
[] Alert Log @ File Form Name : |C\Prugram Files\BMC Software\ARSystem\ARServer\Db\aralert.lo 5
|:| Ful Text Index Log @ File Form Name : |C\Prugram Fileg\BNC Software\aRSystemARServenDb\arftindzx. | 5
[] Server Group Log @ File Form Name : |C\Prugram Files\BMC Software\4RSystemiRServerDbarsrvarp 5
ARFORK Log Name : |'3 \Program Files\BMC Software\ARSystem\ARServerDb\arfork.log é
|:| ARSIGNALD Log Name |:3 ‘\Program Files\BMC Software\ARSystem\ARServerDb\arsignald 5
[7] DSO Log Log Level Error - Name : |=: \Program Files\BMC Software\ARSystem\ARServenDb\ardist.log 5 |
Plug-in Log Log Level | Al - Name : |C\Prugram Files\BMC Software\ARSystemaRServeriDblarplugin.| é View |
Log-File Creation: (@ Create Backup (7) Append To Existing
Client-Side Logging Group: |Admini5trator j
Maximum Log-File Size (byte) : l:l
[] Buffer Logged Lines [] Log Per Thread
oK ‘ Apply ‘ Close ‘

http://www.javasystemsolutions.com
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[Application] Apply the new license

While still logged in to the application as an administrative user, follow these
instructions:

» Login to the application as an administrative user

» Open the SSO Administration Console

» Replace the existing 3.x license with the 4.x license created in the previous step
» Click Save

http://www.javasystemsolutions.com
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[AR Server(s)] Shutdown the AR Server service

The SSO Plugin AREA plugin needs replacing and to do this the AR Server needs to be
shutdown first. Doing so will depend on the operating system the AR Server is deployed
on. On Microsoft Windows, this is a service and on *NIX systems there is a start and

stop script.

http://www.javasystemsolutions.com
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[AR Server(s)] Extract the v4 AREA plugin

The next steps depend on the operating system the AR Server is deployed on.

Microsoft Windows

» Extract the win32.zip contents found in the SSO Plugin downloaded
zip\installer\sso-libs\windows to the AR Server installation directory. JSS
recommends creating a directory within the AR Server directory named SSOv4

» Verify the following files are extracted

» arapi7604_build002.dll

» arrpc7604_build002.dll

> arutil7604_build002.dll

> icudt32.dll

» icuinbmc32.dll

» icuucbmc32.dll

» jss-sso.dll

» msvcp71.dll

» msvcr71.dll
UNIX/Linux

» Extract the jss-sso.so from the SSO Plugin downloaded zip\installer\sso-
libs\PLATFORM\ to the AR Server\bin directory. This should overwrite the existing
jss-ss0.so

» Verify the jss-sso.so file is in the same directory as the filename arplugin

http://www.javasystemsolutions.com
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[AR Server(s)] Modify the ar.cfg/conf

The next steps depend on the operating system the AR Server is deployed on.
Microsoft Windows

» Make a backup of the current ar.cfg file

> Open the ar.cfg file in a text editor

» There are two references to the SSO Plugin files and path that will need updating.
Make sure the modifications represent the new directory structure as
recommended in the previous section. The example below assumes those
recommendations were followed

Carcfgsetting | New ar.cfg setting

Plugin: "C:\Program Files\BMC Plugin: "C:\Program Files\BMC
Software\ARSystem\SSOv3.x\jss- Software\ARSystem\SSOv4.x\jss-sso.dII"

sso.dll"
Plugin-Path: C:\Program Files\BMC Plugin-Path: C:\Program Files\BMC
Software\ARSystem\SSOv3.x Software\ARSystem\SSOv4.x

Note 1: If the BMC AREA Hub plugin is used then instead of Plugin:, there will be AREA-
Hub-Plugin

Note 2: Plugin: or AREA-Hub-Plugin: need double quotes for directories but Plugin-Path
does not work with double quotes.

The recommendation is just to modify the directory structures to reflect the new version
UNIX/Linux

If the recommendations were followed to place the jss-sso.so file in the same directory
as the AR Server\bin then no modifications to the ar.conf file is necessary.

http://www.javasystemsolutions.com
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[AR Server(s)] Start the AR Server and verify the new arplugin
log

Start the AR Server service and wait for new arplugin log file to appear. Once the AR
Server has completed the startup routine, open the arplugin log file defined in the
previous section.

Search for the following:

<JSS.AREA.SSO> <CONFIG> SSO Plugin Version J System Solutions - Single Sign On
Loaded. Version 4.X.X.XXXXXXXX

Verify that the Version number starts with 4. The x values represents any value. If the
version presented is still 3.x then review the ar.cfg/conf for the correct path to the jss-
sso.dll/so file. Restart and try again.

If there are any issues at this stage. Send the full arplugin log and ar.cfg/conf file to JSS
Support.

http://www.javasystemsolutions.com
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[Mid Tier(s)] Disable the current SSO Plugin

Before the SSO Plugin Mid Tier files can be updated, it first has to be disabled on every
Mid Tier individually. This resets the web.xml

» Using an internet browser, browse to the individual Mid Tier
o /arsys/jss-sso/index.jsp
» Login on the left with the same password as the Mid Tier config page
/arsys/shared/config/config.jsp
o Typically the default password is arsystem
» Click the Disable button for the Mid Tier SSO

BMC Remedy Mid Tier - SS0O Plugin

T T —

Configuration
Test 550
Debug info Yersion: 3.6.19

o ) ' You have not changed the default administrat
b Iid Tier main config

p Mid Tier home
p Manual login Mid Tier S50 Enabled

b S50 Admin Console Disahle |

' The trial license expires on the 25 Apr 2014,

» Shutdown the Tomcat service. Depending on your operating system; on Windows
this is a service. On *NIX systems there is a start / stop script in the Tomcat bin
directory

> Delete the Tomcat logs situated in the Tomcat\Logs directory

> Delete the whole Catalina directory that is in the Tomcat\Work directory

http://www.javasystemsolutions.com
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It is very important that this section is followed accurately and verified. If only some of
the files are copied or there is an error, SSO Plugin and Mid Tier will not function

correctly.

The method of copying these files will differ depending on the operating system. In all
instances is it recommended to copy the directory rather than the individual

files.

» Copy the two directories jss-sso and WEB-INF, including contents from the SSO
Plugin downloaded zip\midtier to the directory where the Mid Tier files reside.

> The system will ask if you want to overwrite the files/directories. Please
make sure you say yes. Do not rename the old .jar files This will stop
SSO Plugin from working.

(;C)ﬂ . |. 155-55CPIugin-BMC-4.0.3 + midtier ~ | g()ﬂ : im v |23 | seerch mider 2
©rganize *  Incudeinlibrary =  Sharewith =  Mewfolde Organize =  Includeinlibrary =  Sharewith =  Mew folder g= = [l ﬂ
' Favorites = Mame * ¢ Favorites Namg “ | Date modified | Type | Size
B Deskrop . fiss-ss0 B Deskiop . arsysFlash 07/11/2013 21:44 File: Folder
4 Downlaads | WEB-INF & Downloads | attstore 11/11/2013 1498 File Folder
=L Recent Places =l Recent: Places . Documentation 07/11/2013 21:44 File Folder
5 Libraries 5 Libraries . documents 07f11[2013 21144 File folder
3 Documents Ll o 3 Documents . help 07f11[2015 21143 File folder
LTS & Music . LocalPlugins 071112013 21:44 File Folder
Pictures logs 02/12/2013 09:29 File Folder
FluginDefsCache 27/11)2013 16:55 File Folder
. PluginsCache 27111/2013 1731 File Folder
. report 07/11/2013 2144 File Folder
€ Metwork . reports 07/11/2013 21:44 File folder
i . rEesOurces 07/11/2013 21:44 File folder
. samples 07f11[2013 21144 File folder
. scriptlib 07f11[2015 21144 File folder
ared 07f11)2015 2144 File folder
ThirtgartyJars 0811)2015 22:13 File folder
Visualizel 07/11)2013 21:44 File Folder
. webagent 07/11/2013 21:44 File Folder
. webcontent 07/11/2013 2144 File Folder
. WEB-INF 25/11/2013 10:03 File: Folder
| CancelTask.jsp 08/10/2011 08:29 JSP File
i

» Start Tomcat

http://www.javasystemsolutions.com
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[Mid Tier(s)] Verify new version

To verify the new SSO Plugin Mid Tier version, browse to the SSO Plugin Mid Tier
configuration page and verify the new version number is 4.x

550 Plugin for BMC Mid Tier

w_ . T —
Configuration
Integrations
Test S50 Yersion: 4.0.3
Il | o
=il B ' You have not changed the «
Debug info
_ l Mid Tier S50: Enabled
Lparading

http://www.javasystemsolutions.com
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[Mid Tier(s)] Verify the Integration settings

One difference between the version is the link to the authentication methods of
integrations. With SSO Plugin 3.x the link on the left was called Configuration. With SSO
Plugin 4.x this information is stored under a different link called Integrations.

Click the Integrations and verify the settings recorded in the previous sections. If they
are different, then reapply the settings and click Set Configuration and restart Tomcat.

If there are any issues with any of the Mid Tier sections, please take screenshots and
email them, along with the Tomcat logs, to support@javasystemsolutions.com

http://www.javasystemsolutions.com
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Appendix A: Acronyms, Abbreviations & Definitions

I Y

BEST Company name Java System Solutons
[EERITET Product name for Single Sign On (SSO)

BMC ARS BMC Remedy Action Request System is the workflow engine produced by BMC
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