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SSO Plugin with Microsoft Active Directory™ (AD)

Our most common deployment explained

Many organisations use Active Directory (AD) as the authentication E

repository for their users. So when the decision is made to ‘,

implement single sign on (SSO), the AD is the natural choice of . - )
identity provider. This document describes the terminology, typical Wlnd OWS Server
architecture and configuration steps to enable SSO for your service Active DII’ECtUI‘}r‘
management applications.
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Introduction and terminology

A single sign on (SSO) with Active Directory implementation means that the end user logs into their
desktop and from then on, the applications automatically know who they are and can trust that
information. All without being prompted for their login credentials again.

This is also known as Integrated Windows Authentication (IWA). There are two protocols within IWA.
Kerberos and NTLMv2.

SSO Plugin will utilise both protocols maximising the variations of operating system and
browser installations.

Architecture and deployment summary

In all AD SSO deployments, it is only the Java web server that will communicate with the AD instances.

Network and protocol

This requires TCP ports 88 (for Kerberos) and 445 (Microsoft-DS/SMB) configured on any network devices.
Kerberos

A single user account is used with service principle names (SPN) assigned to the account.

Java web server deployed on non-Windows

A unique computer account for java web server instance will be required in the AD. ]SS provides both a
script and manual instructions to create and assign the relevant attributes.

Windows platforms and Non-Windows platforms

When the Java web servers (i.e. Apache Tomcat) connect to the AD using the NTLMv2 protocol, they have
to authenticate as a computer account within the domain. The domain controller will not allow the
communication needed by any other account type. The computer accounts need to be unique for each
Java web server. If the operating system that the Java web server is installed on is Windows, then SSO
Plugin will utilise that machines account.

If the operating system is UNIX/Linux then these unique computer accounts will need to be created within
the Active Directory.


http://en.wikipedia.org/wiki/Integrated_Windows_Authentication
http://en.wikipedia.org/wiki/Kerberos_%28protocol%29
http://en.wikipedia.org/wiki/NTLM#NTLMv2
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BMC Mid Tier / HP Web Tier installed on Microsoft Windows

Please note that the Windows machine will need to be part of the same forest/domain as the users. When
the Java web servers is installed on Windows, for the NTLMv2 protocol there is no need for additional
accounts to be created within the Active Directory. However, as recommended by JSS, if you would like
Kerberos in addition to NTLMv2 then you will need a standard user account within the domain and a
service principle name (SPN) created.

The Kerberos account can be a normal user account and assuming it is called JSS_SSO_KERB, the Active
Directory administrator can enable Kerberos as follows:

setspn —A HTTP/loadBalancer.mydomain.com JSS_SSO_KERB
setspn —A HTTP/loadBalancer JSS_SSO_KERB

Please note, both the short hostname and fully qualified domain names are set uo to ensure that it wors
whether a user types http://loadBalancer.mydomain.com or http://loadBalancer

The SSO Plugin configuration steps are very simple. Once the relevant files have been extracted from the
SSO Plugin evaluation download and the Java web server restarted, browse to the SSO Plugin configuration

page.

BMC Mid Tier: http://loadBalancer/arsys/jss-sso/index.jsp
HP Web Tier: http://loadBalancer/webtier/jss-sso/index.jsp

550 Plugin configuration

Mouse over the icons for more information about the related settings.

— Authentication method
— '@ & windows native NTLM/Kerberos for Active Directory —

Service account 155-550-KERB

Password SERRRRBRRRNRRRRRRRRORRRN

When presented with the list of authentication methods, select the first as demonstrated in the above
screenshot. The Service Account and password are optional for those customers who wish to use Kerberos
in addition to NTLMv2 but we stress this is optional only. Upon selecting the authentication method, click
on Set Configuration button, this section is complete.
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When the Java web servers (i.e. Apache Tomcat) connect to the AD using the NTLMv2 protocol, they have
to authenticate as a computer account within the domain. The computer accounts need to be unique
for each Java web server (i.e. each BMC Mid Tier or HP Web Tier) and following the NetBIOS
standard, the computer account name has a maximum length of 15 characters. Finally, when creating
these computer accounts, they need to be uppercased.

Here is a table of examples

Java Web Server Host Name Service (Computer) Account
midtierhost1 MTHOST1SSOSVC
midtierhost2 MTHOST2SSOSVC
midtierhostn MTHOSTNSSOSVC

JSS has produced a script to negate the complexity. This script can be found here. You will need a login to
the JSS website. If you do not have one you can create an account here. This must be run from Windows
machine, logged into the domain as a domain administrator.

Here is a list of questions and information needed when running the script.

1. The fully qualified domain hame e.g. dev.javasystemsolutions.com

2. The service (computer) account names

3. The passwords for each account. Note this down. This is needed to configure SSO Plugin

4. The hostnames and fully qualified hostnames of each Java web server and any load balancer names
which will be situated in front of the those servers.

Here is an example of the script being run.

Administr

Covrzet—sepvice—account .cmd
set—service—account: creates an Active Directory service account for the
280 Plugin built—in authentication mechanism.

OMLY RUN THIS SCRIPT IF ¥OU WILL BE USING BUILT-IM AUTHENTIICATION.
If vou are running an I8 front—end with Integrated Windows Authentication,
you don’t need this.

Domai ame [dev.javasystemsolutions.locall: dev.javasystemsolutions. local

Ser ccount name [JESE-58 RUICE]: ostlss c

CUpp sed to MTHOST1SSO0SUC for Windows : atibility?

Disable pre—auth for use with Herberos?

Computer account MTHOST1SS0SUC created.

set password [PnrtuHsCTY¥3hW?7cS51: password

Pleasze enter a (space—separated? list of hostnames under which

the web site prot by S50Plugin will be accessed

Hostnames [wgroupl ipl .dewv . javasystemsolutions.locall: midtierhostl wgroupl
vwgroupl .dev. jau . utions.local

Do you wish to run multiple Java web servers behind a single load balancer
address, with NTLH? If so, a separate Computer account will need to he
created for each server.

izt of additional service account names.
» number of - - b ] 1 s for.
[B): midtierhos o e
account MIDIIE sT2
er account MIDTIERHOST3 created.
Finished, press Enter



http://www.javasystemsolutions.com/download/ssoplugin/set-service-account.zip
http://www.javasystemsolutions.com/jss/contact

J System Solutions — SSO Plugin

Service (Computer) accounts :: Manual creation steps (dsa.msc & ADSI Edit)

For some customers who are unable to run the script, here are the manual instructions. The following steps
need to be run as a domain administrator logged into the domain.

If run on the server where AD is installed then run Start > Administrator Tools > ADSI Edit

Create the computer account via dsa.msc

- Active Directory Users and Computers

File:

Using the dsa.msc, expand your domain

name. Right click on Computers. Click —— = —— R r—

New. Click Computer. Fill in the new & EH '_‘| 40 XDoxBmi8enyas
. Active Directory Users and Comput Ima

. | Type | Descri
Computer account name I‘ememberlng tO | Saved Queries
use uppercase = 333 dev. javasystemsolution l B

Action  Wiew  Help

~| Buitin
| Computers ) . . X
- . Createin:  dev.javasystemsolutions.local/Computers
2| Domain Controllers J&k L Gl fComp
| ForeigrisecurityPrin
| Managed Service At Computer name:
| Users

| MIDTIERHOSETS|

Computer name (pre-Windows 2000
| MIDTIERHOSTS

The Following user or group can join this computer to a domain.

User or group:

I Defaulk: Domain Admins

Change. .. |

r Assign this computer account as a pre-Windows 2000 computer

o]

Cancel Help

Creating a password for the computer account using ADSI Edit

, ,
E— For those who are not running this on

B Select Features
Sl

Features

Canfirmatian

Select one or mare features to install on this server,

Features: Description:
Progress G Remote Server Administration Tooks (Installed) [ | (S e PR
Results = [E Role Administration Tools {Installed)

[ Active Directory Certificate Services Tooks
= [E ADDS and AD LDS Toals
=[] ADDS Tools
[] AD DS Snap-Ins and Command-Line Tools
[] Active Directory Administrative Centsr
[] Serwer For NIS Taoks
5 Snap-Ins and Command-Line Tools
[] Active Directory module For Windows Powershel
[] active Directory Rights Management Services Tools
[] DHCP Server Took
[] DMS Server Tools
[] Fax Server Tools
[] File Services Tools
[] Hyper-¥ Tools
[] Metwork Policy and Access Services Tools

[ Print and Document Services Taoks
[] Remote Desktop Services Tools
‘web Server (I15) Tools (Installed)

K|

More about features

< Previous | Mext > I

Command-Ling Tools includes Active
Directory Sikes and Services, ADST
Edit, Schema Manager, and other
snap-ins and command-ling toals for
managing AD LDS,

o

Inistall Cancel

When installed, start ADSI Edit. Expand the computers. Find

the AD server, this can be installed by
selecting Add Features on any Windows
2003 or 2008 server.

your new computer account. Right click on the computer name. [ Chi=mtH¢  Mave _
Select Reset Password. | CM=mMTH¢ __MNew Connection from Here
- Ch=open | Feset Password. .. |
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Service (Computer) accounts :: Verifying the accounts exist

Here are the steps to verify the accounts exist and have been created as a computer account. On a
Windows machine copy the following text onto the Run box or a command prompt.

%SystemRoot$\SYSTEM32\rundl132.exe dsquery,OpenQueryWindow

The following dialog will appear. Select Computers from the Find menu. From here you can type the
service account.

F® Find Computers M=l B3

File Edit Wiew

Find: IEumputers j Ir: I: Entire Directary j Browse. .

Computers | Advanced |

il

Find Mo
Camputer name: I MTH
Stop
Owner: I
Clear &l
Rale: I,c..,-,b'f j

P

Search results:

Mame | IMachine Role CIAner
1':-'§MTHOSTISSOS'-.I'C Workskation or Server

Configuring SSO Plugin with the new service account

Once the SSO Plugin files have been copied to the machine, the Java web server has been restarted.
Browse to

BMC Mid Tier: http://loadBalancer/arsys/jss-sso/index.jsp

HP Web Tier: http://loadBalancer/webtier/jss-sso/index.jsp

Fill in the new details. Example screenshot below.

BMC Remedy Mid Tier - SSO Plugin

Statu
- 550 Plugin configuration

Configuration
Test 550
Debug info

Mouse over the icons for more information about the related

— Authentication method
p Mid Tier main config

p Mid Tier home
p Manual login
p S50 Admin Console

b Java System Solutions DC hosthame Idcl.dev.ja\rasystemsaluti[

Logout |

o £ windows native NTLMKerberos for Active
Directory

— & & puilt-in NTLMAKerberos for Active Directory —

Realm/damain [pEV. 28 ASYSTEMSOLUT

Computer account IMTHOSTISSSOSVC

Password I................




